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Phases of Internet Evolution

Federate® Commerce

emaill
web sites

online bookstore

school portals

identity based
Services




The set of
attributes that

describe
profile(s) of an
individual.

Student Name Marc Hamilton
AUENEUES marc@ucla.edu
User ID mh@alumni.ucla.edu

Credit card number
Social security number
Drivers license
Passport

Retinal Scan

DNA

Entertainment preferences
Notification preferences
Student Authorization
Class Calendar

Dinning preferences
Affinity program

Friends and associates
Education History

Medical History

Financial Assets...




with your customers

- Without identity, you can’t ;/
have an enduring relationship /
y

. Knowing your customers - &
better than your competitors

IS a huge advantage / .




ldentity

. Authentication

. Authorization

A representation of data

A level of security guaranteeing
the likely validity of that
representation

The provisioning of services or
activities based upon an
authenticated identity




Many incompatible identity standards
It seems that every Web site, every device has its own set of rules.

We have important data and personal information scattered in hundreds of
places across the technology landscape.

You can't easily update your own data, nor do you control what happens to
the data you provide—and in many cases, you can't even see it once you've

given it away.

The isolation of each application, Web site, or service also makes it nearly
Impossible or cost prohibitive for technologies to work together.

Because we are forced to adapt to technology instead of technology adapting
to us, applications, Web sites, and devices are limited in what they can do for
us.

These limitations not only hinder the adoption of new hardware and software
technologies, they also limit the development of empowering, productive,
and exciting real-world products and services.




- An open standard for identity, authentication and
authorization will lower costs, accelerate commercial

opportuni

ties, and increase customer satisfaction.

- A federated standard will allow every business to
maintain their own data, tied to an individual’s
Identity - shared with partners according to their

business o0

pjectives, and customer preferences




Seamless Single Sign-On between Organizations and Networks

Support of Secure Payments

Enabling New Types of Transactions:

Movies on demand delivered to in-seat devices authorized by the in-dash
network systems

Purchases made at point-of-sale, retail outlets authorized by PDA'’s or cell
phones where warrantees are instantly registered with the manufacturer
Digital camera transferring data to photo services and authorizing payment
for processing....

Giving users the ability to Control their Data
When it is shared
Who it is shared with

Enabling New Loyalty Opportunities

Allows users to consume network services from one provider while
generating loyalty rewards from any of its business partners




Ease of Use
Single ID and Password for all applications

Seamless interaction of multiple devices
Ubiquitous updates of personal information

Control of personal information

Definition of what data is shared
Definition of recipients of data

Protection of their identity
Policies and standards around data usage and sharing

Security and Safety

Enhanced abilities and functionality

Defines the core infrastructure to allow
integrated services

I ntegration

m.




Reduced fraud for on-line transactions
Support of framework for identifying users during a financial transaction

Build your on-line directory
Before your competitors do it for you
Holistic view of your customer

Reduced integration costs with external partners, vendors and customers
Single standard for integration of user identities

Increased customer satisfaction

Framework for providing integrated functionality and features
Support of single ID and Password at all sites

Reduced authentication system support costs

Ability to trust external identity management systems
Reduction in need for internal single sign-on application

|dentification of new business partnership opportunities
Enablement of integrated services across partners




Centralized Model
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A multi-industry business alliance

Define and drive a widely accepted, interoperable standard for:

Network ldentity -on anything attached to the internet

Network authentication - from simply identifying to authenticating secure
transactions

Network service - authorization on any service platform

Provide a standard which will:

Simplify business partnerships on the internet.
Simplify user's consumption of network services.
Allow businesses and consumers to better manage their data.




Distributed data stays with “rightful” owner

Multiple authenticators

A Competition for consumer trust
Delineation between authentication and
authorization

A Merchant retains control of transaction requirements
A Gradient levels of authentication within network

Consumer is in control of who can access
Information
A Multiple modes: Always, Within group, per transaction, ...




Interoperability Is the focus

Respect’s that other private and public identity
systems will exist

No exclusivity

Sun is one of many founders with no unique
privileges

Technology neutral, needs to support many
different devices and systems

Nimble governance model

Commercial deployment is measure of success




APIs Hosting Financial Services  Authentication Authorization

Schema Portal Wir eless Services Preferences Billing

SW Platform - ) .

Device Speific L;'}%rne(i'fg t E:)Jjnn;; zfr vices

??%f:ty Network |dentity
Services (e.g.
Alerts, location)
Supply Chain
Services
Entertainment
Aqggregation
Communication
Notification...

Profile Usage
History Discounts
Access Payments
Rewards Rewards
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Standardized single sign on within your enterprise

The ability to receive pre-authenticated users from your
business partner’s sites.

- The ability to retain users within your site, providing
authenticated services from business partners

Being able to navigate the web with your users, wherever
they may go — delivering services on demand.




What about other companies joining Liberty?

A Over 2500 companies have expressed interest to date.
Isn’t this going to split the industry?

A Our goal is interoperability not competition with other private and public identity
systems. Microsoft, AOL, Yahoo and others are invited and discussions are under

way.
Doesn’t Passport have a huge headstart?

A On converting free email accounts? Yes.

A On building customers on a basis of trust and who pay bills for high value services?
Nowhere near.

“But | thought Microsoft said they were open?”

Passport ties authorization to Windows — you can authenticate anywhere, so long as
the services are tied to a Microsoft desktop and server. And so long as Microsoft

manages your customer list.
Along the way, they’ve corrupted Kerberos. Ask MIT. Or RSA.




Access your enterprise’s network identity level of readiness.
Join as a Liberty Alliance Member

A Formal open membership should open by December/January

A Get involved in Alliance via working groups and Alliance communications

Revenue/Cost saving opportunities include:

Create your own Affiliate programs
Global Identity Authenticator
Standardize SSO with your consumer and employee services

ldentify and recruit companies and suppliers within your
business ecosystem to develop a network identity partnership

Maintain a “pure” direct relationship with your students,
faculty, staff, and partners




Get Your Identity House In Order
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SUNONE Network Identity Architecture

NI Applications Syndicated NI Foundation Services Federated
Commerce

Liberty Interoperability Infrastructure

Network Identity Management Infrastructure Layer Within an

Enterprise
intae Combarmton Pk Customer/
Employee
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Visit www.projectliberty.org

for more information




